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PREFACE

This Interagency Intellizence Memorandum addresses the key role
of the Soviet intelligence services and their surrogates in acquiring
advanced US and other Western (including Japanese) technology. This
particular focus of the Memorandum is not intended to overshadow the
significance of acquisitions by other Soviet and East European organiza-
tions and the consequent need for stringent US export controls. Indeed,
the continuing Soviet acquisition of technology from the West using all
means at Moscow's disposal is one of the most complex and vexing issues
confronting US policymakers.

The term “technology transfer” connotes a wide ranege of scientific
and technical, economic and industrial, and trade and communications
activities; there is no single definition. When viewed in terms of their
national security implications, the means by which rechnelogy transfers
occur take on even greater significance. These mesns range from open-
source publications through legal trade and illegal trade diversions to
traditional clandestine operations. In certain instances, transfers not
normally considered ecost-effective in the usual commereial sense (such
as reverse engineering) may be used by actual or potential adversaries
that gtherwise would be denied such technology.

This Memorandum was prepared under the auspices of the
Mational Intelligence Counecil by the Central Intelligenee Agency, the
Defense Intelligence Agency, the Federal Bureau of Investigation, the
Mational Security Agency, the DCIs Community Counterintelligence
Staff, and the intelligence components of the Department of State, the
Department of Energy, the Customs Service of the Department of the
Treasury, and the Air Foree, Army, and Navy. It was reviewed by and
coordinated with the intelligence components of the Departments of
Commerce and the Treasury. This Memorandum was approved by the
DCI's Technology Transfer Intelligence Committee and, on 25 May
1982, concurred in by the National Foreign Intelligence Board.









































































